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Things to consider before offloading backups 
to the cloud
Cloud backup services are gaining mass adoption. Thanks to ever-increasing Internet 
bandwidth and declining storage prices, keeping backups in the cloud has become a 
viable alternative to traditional on-site data storage. 

Many SMBs often overlook key considerations when it comes to selecting the online 
backup solution. The following recommendations will help you save time and money 
by considering important areas of cloud backup that many customers tend to 
overlook.

      Measure bandwidth requirements
When determining the amount of bandwidth required for cloud backups, several 
factors need to be taken into account: the anticipated backup frequency, daily data 
change rate and the average amount of backup data destined for online storage. 
These numbers are then compared against the currently available production 
bandwidth capacity to determine whether additional resources are necessary.

If you don’t have a dedicated internet connection only for backups, a common 
strategy would be to configure backups to use most of available bandwidth during 
non-operating hours and throttle backup traffic during business hours, to allow 
normal business operation.

The size of initial upload is important. Initial transfer of large amount of backup data 
to a remote storage facility can take forever. That is why you need to consider options 
for seeding the first data set to the cloud, and then transmit only the incremental data 
during backup. 

Overall, when estimating the bandwidth for backup purposes, make sure your backup 
software allows the following:

Initial seeding of backup data - physical ship-in service to online storage provider;
Block level incremental backup to reduce data that needs to be transferred; 
Multithreading to cut down uploads into parallel threads and reduce backup time;
Flexible backup scheduler with bandwidth throttling functions to prioritize traffic and 
reduce bandwidth impact;
Deduplication on the source side to reduce the amount of transferred data. 
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      Choose your cloud and pricing model
Traditionally, the total cost of online backup is comprised of the following 
components: the type of preferred storage infrastructure, the type of data designated 
for backups, and the required storage capacity. 

A common approach exercised by the cloud backup vendors is to offer a set of fixed 
price plans based on predefined storage volumes and a particular number of 
machines that need to be backed up. This model might not be universally acceptable 
for disparate customer base because it is often problematic to accurately predict the 
future usage levels or flexibly accommodate different price plans. As a result, a 
customer may wind up overpaying for the superfluous capacities not being used, or 
having to save on traffic usage in order to fit a selected price plan. 

As an alternative to choosing the prepaid lump-data packages from a discrete backup 
vendor, customers' data can be directed to much cheaper and flexible public cloud 
platforms such as Amazon S3/Glacier or Windows Azure that employ the “pay-as-you-
go” pricing model, or charging strictly for the amount of customer data residing in 
 their cloud space.

This approach does not involve upfront costs and provides significant price savings 
per a storage unit (the price may go as low as a diminutive 1 US Cent per gigabyte on 
the Amazon's Glacier). The solution is also very flexible and scalable, as the amount of 
resident data can vary dynamically and transparently to end-user. However, the 
backup and archiving procedures need to be set up and managed using third-party 
software that supports public clouds as a preferred backup destination. 
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      Verify security stance
Security is a top concern when you take your business to the cloud. Your company's 
private data could be compromised if the service you use lacks the right features.

First, the data should be encrypted to prevent unauthorized access or eavesdropping 
throughout any stage of the backup routine. Make sure your service encrypts your 
data at least once before it ever leaves your servers. The best services also allow you 
to pick your own encryption key so that not even company's employees can view your 
files.

Secondly, to provide high data availability and durability, once placed at the remote 
site, valuable data should be automatically duplicated across several distinct locations 
to ensure redundancy protection.
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4    Check service levels
Cloud backup may have its own limitations in retrieval times because of both cloud 
storage limitations and available bandwidth. You should not expect to get large 
amount of data quickly from the cloud. So you need to set your SLA right and have a 
local on-site backup for fast recovery from daily disasters.  Cloud backup more 
applicable for archival, a vault with infinite storage capacity.  

Customers' backup data should be retrievable at any moment it is needed. No 
downtime or reduced availability is tolerable. Ensure that you can access your data no 
matter where you currently roam. 

Public clouds enjoy inherently higher availability because of the business scale and 
know-how, which is another reason to go with the more established public cloud 
model.
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     Data accessibility 
Your backup data stored at a remote facility should be accessible for you at any time. 
Ensure you maintain control of your cloud contents and can add, edit or delete 
custom information directly while browsing your personal cloud repository through a 
web-based interface. This capability is not always offered by the locked-down man-
aged backup storage services.

5

CloudBerry Backup for small business
Leveraging the power of public cloud storage for backups
CloudBerry Lab offers a simple, versatile and cost efficient solution to transfer your 
backup media to the public cloud and retrieve it later on with the subsequent 
restoration capability. The software connects to the cloud provider of choice 
(Amazon’s S3, Windows Azure and many others) and securely transmits designated 
backup files to the cloud, serving as a transport between the end user’s computer and 
a remote storage facility. The customer then manages backup data residing in the 
cloud using the standard interface controls offered by the cloud provider. When 
necessary, the backup data is retrieved from the cloud and restored on the local          
computer in a matter of minutes.



Compression, block level backup, bandwidth throttling  
Optional compression reduces data overhead, decreasing storage costs, aiding 
bandwidth and accelerating completion. Incremental backup works by appending the 
modified or new portion of backup data to your existing online data pool, significantly 
streamlining sequential backup performance.

Industry-grade encryption 
Strong encryption protects your data from unauthorized access even before it is 
transmitted to the cloud, offering secure storage of end-user content. The local data can 
be encrypted with up to 256-bit strong keys, ensuring absolute resistance to physical 
tampering. Any data sent to the cloud is encrypted using the impenetrable SSL protocols 
that eliminate the possibility of an outsider gaining access to it while the data is in transit. 
Likewise, the at-rest data is automatically bolstered with solid encryption that ensures its 
safety. Only the end user owns the decryption key, which assures the integrity and privacy 
of data stored on the public cloud.

Unlike competitive solutions that rely on private, proprietary cloud storage systems 
that operate by aggregating data and enabling no management beyond that point, 
CloudBerry Backup facilitates direct interaction between the customer and the public 
cloud, overseeing the transaction but not participating in the actual data storage. 
Therefore, the customer remains in full control over what he/she sends to the cloud, 
how the data is treated when it rests at the remote site and can freely modify or 
update the inventory on the fly. In addition, the customer is more flexible in 
choosing/altering the desired subscription plan and storage provider.

The principal differentials of CloudBerry Backup:
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Support of 15+ cloud storage providers
Currently, CloudBerry Backup can be seamlessly integrated with over 15 cloud platforms 
for backup storage. The intuitive and straightforward program interface ensures every 
feature is easily accessible. The software is equally suitable to both the novice users and 
IT pros.

MS SQL and MS Exchange backup
CloudBerry Backup secures the entire Microsoft SQL Server and Exchange Mail Store, 
offering a native support for these popular management platforms

System state backup and bare metal recovery
This option lets you generate a snapshot of your system state and restore the key OS 
components when required. This will shore up your boot files, system settings, software 
configurations and personalization items against corruption. An evolution of the System 
State backup, this innovative feature enables creating a copy of the entire system includ-
ing user data and installed applications



CloudBerry Backup can be integrated into your existing offerings portfolio. By 
completing this step, you will be able to diversify your services and offer customers 
a managed backup solution that can be used to facilitate the remote data 
backup/restoration on the client machines. For more information, we welcome you 
to read this whitepaper.

Sign up for the cloud storage account

Download and install 15 day free trial version of CloudBerry Backup at 

Configure the backup plan and link it to the storage account

1

2

3

Getting started in 1-2-3

Become a service provider with CloudBerry Managed Backup

Cloud systems offer amazing perspectives of secure and efficient online data stor-
age. CloudBerry solutions facilitate seamless cloud backup and restore integration. 
To find out how CloudBerry can benefit your business, sign up for a free product 
trial now.

Wrap up
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Here are a few simple steps to start using CloudBerry Backup:

That’s it, you’re done!

Download CloudBerry Backup: http://www.cloudberrylab.com/backup

Sign up for Managed Backup for MSPs: http://www.cloudberrylab.com/mbs

Email: sales@cloudberrylab.com

Contacts and links:


